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Abstract—Reconfigurable Intelligent Surfaces (RISs) have
shown great prospects in securing mmWave communication from
potential eavesdropping by configuring reflecting elements to
strengthen the signal strength at the desired location and creating
nulls at potential eavesdropping locations. Acquiring perfect
channel information is crucial for optimizing RIS configuration;
however, obtaining such information is costly and, as a result,
should be performed sparingly. This work studies the impact of
the age of channel information on the secrecy performance of
a RIS-assisted mmWave network. In particular, we investigate
how outdated channel information affects the joint optimization
of transmit beamforming and RIS configuration. In our Monte-
Carlo simulations, we first identify the factors influencing the
aging process of a RIS-assisted mmWave channel in both the
near and far fields of the RIS. Subsequently, we examine the
impact of channel aging on secrecy capacity and demonstrate
that adequate secrecy capacity can still be achieved even when
channel information is slightly outdated, thus reducing the need
for frequent RIS configuration.

Index Terms—Secrecy capacity, RIS, mmWave networks, out-
dated channel estimates

I. INTRODUCTION

The 5G mobile communication era is experiencing the
dominance of various new applications with enhanced broad-
band connectivity requirements, which is expected to increase
exponentially in the near future. The ever-increasing demand
for ultra-high data rate and low-latency applications poses an
existential challenge to conventional cellular networks operat-
ing in the sub-6 GHz frequency band [1]. The current sub-
6 GHz spectrum for 5G applications represents a short-term
solution, where available spectral opportunities are limited and
will unquestionably dry up soon. It has driven the evolution
of wireless networks toward using millimeter-wave (mmWave)
frequencies. MmWave networks offer a range of benefits that
make them an attractive choice for 5G and beyond wireless
networks [2]. However, the innate challenge of significant
pathloss due to high directivity and sensitivity to physical
blockages necessitates innovative solutions to ensure reliable
and efficient mmWave communication.

Reconfigurable Intelligent Surfaces (RIS) is a software-
defined metasurface made up of a large number of tiny,
interconnected passive scattering elements which can be elec-
tronically controlled to steer the incident waves (by adjusting
their phase and amplitude) in a desired direction [3]. RIS have

emerged as a promising technology to address the challenges
faced by mmWave communication by enabling dynamic ma-
nipulation of the wireless propagation environment as they can
effectively extend the transmission distance of mmWave com-
munication without requiring additional energy expenditure.
Moreover, a RIS has the capability to establish new wireless
communication channels by intelligently reflecting the waves
around physical blockages. These controllable reflected signals
have the added advantage of enhancing physical layer security
(PLS) [4]. By adjusting the phase shifts of the reflected signals,
the RIS can enhance the desired signal’s strength at the desired
location while intentionally creating nulls or reducing signal
strength at potential eavesdropping locations [5, 6].

RIS-assisted PLS is an emerging field that utilizes reflecting
surfaces to enhance the security of wireless communication by
intelligently controlling the wireless propagation environment,
making it a promising approach for future secure wireless
networks. Initial studies on RIS-assisted PLS have delved into
assessing the secrecy performance of wireless communication
in different network settings [7–14]. While [7, 9] optimize
RIS configurations to enhance the secrecy rates in a single-
user scenario with one potential eavesdropper, they do not
consider the impact of multiple users or eavesdroppers. The
authors in [11] extend upon these works to a MIMO network in
the presence of a multi-antenna eavesdropper, proposing meta-
heuristic solutions for hybrid RIS configurations. Meanwhile,
[10] provides secrecy outage probability of RIS-assisted SISO
systems but lacks mechanisms for RIS configuration and to
enhance the secrecy performance. Similarly, [12] explores se-
crecy performance in a RIS-assisted heterogeneous network by
providing closed-form expression for the asymptotic secrecy
outage probability. The aforementioned work have established
valuable benchmarks for evaluating the secrecy performance
of RIS-assisted wireless networks. Nevertheless, their reliance
on perfect channel information for analysis raises concerns
about the viability of the solutions provided therein.

In a practical RIS-assisted mmWave system, achieving
perfect instantaneous channel state information (CSI) presents
several complex challenges. First, it is difficult for wireless
signals operating on mmWave frequency bands to ensure
signal integrity because of higher pathloss and susceptibility
to atmospheric absorption. Moreover, the complicated inter-



play of multipath reflections and beamforming aggravates the
dynamic nature of the channel, causing beam misalignment
and prompt variations in the channel state. These variations
are further complicated by small coherence time in a dynamic
RIS-assisted mmWave system with multiple mobile users,
making the task of accurately capturing the instantaneous
channel estimates more complex and resource-hungry. Fur-
thermore, the BS performs end-to-end channel estimation and
then instructs the RIS to configure the reflection coefficients
based on the acquired CSI, which results in large delays
and higher complexity. Additionally, in a dynamic multi-user
RIS-assisted mmWave network, CSI received by the BS may
become outdated by the time they are received. In short, due
to the rapid and unanticipated variations in a RIS-assisted
mmWave channel, trying to maintain up-to-date CSI can be
resource-intensive and complex. Therefore, it is important to
assess the impact of the age of channel information on the
secrecy performance of the network.

The authors in [15, 16] study the impact of imperfect
channel estimates on secrecy performance. The authors in
[15] provide a deep reinforcement learning-based solution to
configure the RIS under imperfect channel estimates while the
authors in [16] propose a secrecy rate maximization problem
under the target secrecy rate constraint to optimize the number
of RIS elements while also assuming imperfect CSI. Although
these work study the impact of channel estimation errors
in their model, they do not consider the age of channel
information (outdatedness of CSI). The age of information
is equally as important to investigate as it focuses on the
temporal aspect of the channel estimates, emphasizing the
potential decay of channel information over time.

To this end, this work advances the state-of-the-art by inves-
tigating the temporal impact of outdated CSI on the secrecy
performance of a RIS-enabled mmWave network (RISE-MM)
in the presence of multiple eavesdroppers. We propose joint
optimization of transmit beamforming and RIS configuration,
taking into account the influence of outdated CSI noise and
interference from multiple users in the network. Specifically,
we derive a closed-form expression for the cumulative noise
effect due to outdated CSI and inter-user interference. Our
simulation results highlight a strong relation between the age
of channel information and the secrecy performance of a RIS-
assisted mmWave network.

The remainder of the paper is structured as follows: Section
II introduces the system model, while Section III delves into
the channel modeling for the secure RIS-assisted mmWave
network. In Section IV, we present the performance analysis,
addressing the beamforming optimization problem at both the
BS and the RIS. Section V then assesses the analytical find-
ings through simulations, offering valuable insights. Finally,
Section VI concludes the paper.

II. SYSTEM MODEL

We consider a secure mmWave communication system with
multiple users, as shown in Fig. 1, in which the users are
divided into two groups based on the authentication process.

The users authenticated by the BS are considered legitimate
users of the network. Users who failed the authentication
process but are still present in the network are grouped as
unrecognized users, and they can potentially eavesdrop on
the information shared by the BS to legitimate users 1. Let
L{l = (1,2, ..., L)} and Ξ{n = (1,2, ...,Ξ)} refer to legitimate
users and eavesdroppers present in the network, respectively.
In the proposed system model, we leverage a large RIS
to increase (decrease) the received signal-to-interference-and-
noise ratio (SINR) at the legitimate user (eavesdropper). The
BS and the RIS are equipped with NB (b = {1,2, . . . ,NB})
transmit antennas and NR (r = {1,2, . . . ,NR}) reflecting
elements, respectively, and the users are single-antenna mobile
users. Let H ∈ CNR×NB , hbl,u ∈ C1×NB , hbn,e ∈ C1×NB ,
gl,u ∈ C1×NR , and ge,n ∈ C1×NR be the channel coefficients of
the channel between BS and RIS, BS and lth legitimate user,
BS and nth potential eavesdropper, RIS and lth legitimate user,
and RIS and nth potential eavesdropper, respectively. Since
we are considering a RIS-assisted mmWave system model
in which BS (RIS) performs beamforming towards RIS (lth

legitimate user), both H and gl,u have dominant line-of-sight
(LoS) path. Whereas, for rest of the channels, it is highly
probable that a dominant LoS path may not exist. Therefore,
we consider that H and gl,u channels follow Rician fading,
and gn,e, hbl,u, and hbn,e follow Rayleigh fading.
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Fig. 1. RIS-enabled mmWave network (RISE-MM) with multiple legitimate
users and potential eavesdroppers.

The BS sends a secret message to lth legitimate user
(sl ∼ CN (0,1)) through a RIS with a continuous linear
transmit beamforming vector vl (∈ CNB ). Let Ω ∈ CNR×NR

1To counter completely inactive or fully passive eavesdroppers, creating
nulls throughout the network, except at the location of legitimate users using
adaptive and narrow beamforming, could be the ideal scenario for a secure
system. However, it requires perfect and up-to-date knowledge, not only of
the communication channels but also of the entire environment, an optimal
RIS configuration, and perfect beam training.



be the reflection coefficient matrix at the RIS, and can be
written as: Ω = diag[α1π1, α2π2, . . . , αrπr, . . . , αNR

π
NR

].
Here πr = ejθr is the phase coefficient and αr is amplitude
factor of rth reflecting element of the RIS. At lth legitimate
user, the received signal is composed of a desired signal
(sum of direct and reflected signals) and inter-user interference
caused by other legitimate users in the network, as shown in
the following.

yl,u = {gl,uΩH + hbl,u}vlsl
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

desired signal

+∑
L
i=1,i≠l{gl,uΩH + hbl,u}visi

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
Inter−user Interference

+nl,

(1)
where nl is the complex additive White Gaussian noise
(AWGN) with the following distribution nl ∼ CN (0, σ2

l ). The
received signal at nth potential eavesdropper is given by

yn,e = {ge,nΩH + hbn,e}∑
l∈L

vlsl + nn (2)

III. CHANNEL MODELLING WITH OUTDATED CSI

Perfect instantaneous channel estimates remain important
for optimizing the system performance, it is almost impossible
to acquire them at all times for practical RIS-assisted multi-
user mmWave systems. In light of this, an intriguing idea
comes into play in the form of leveraging outdated channel
estimates, whereby the system intelligently makes use of CSI
collected over a somewhat longer time period and manages
to balance accuracy and overhead. With a more stable RIS
configuration (also transmit beamforming) and less feedback
signaling overhead, as well as an acceptable trade-off between
system performance and real-time limitations, utilizing slightly
outdated channel estimates seems to be a more practical and
efficient approach. Let ∆T denote the delay between the
outdated CSI and the instantaneous CSI, then the relation be-
tween the outdated channel vector α(t) and the instantaneous
channel vector α(t +∆T ) becomes

α(t +∆T ) = ρα(t) +
√

1 − ρ2α̂(t +∆T ). (3)

Where α̂(t + ∆T ) is the estimated version of α(t + ∆T ),
ρ (0 ≤ ρ ≤ 1) is a coefficient that defines the correlation
strength based on the age of channel information 2. The
channel uncertainty model enables us to determine the signal
received at lth legitimate user when system operates under the
influence of outdated channel estimates 3.

2The correlation strength depends on the user’s velocity (legitimate user and
potential eavesdropper) and the Doppler shift due to the user movement. Let
v and fD indicates velocity and maximum Doppler shift, then the correlation
strength becomes: ρ = J0(2πfD∆T ). ρ = 0 indicates no CSI is available
from the previous time slot, and ρ = 1 implies the effect of outdated CSI is
eliminated.

3System operation refers to packet scheduling and transmit beamforming
optimization at BS and phase configuration of reflecting elements at RIS [17].

Thus, (1) under channel uncertainty model given in (3)
becomes
yout
l,u = [ρlĝl,uΩH + ρo,uĥ

b
l,u]vlsl

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
desired signal

+ [ρ̄lw
R
l,uΩH + ρ̄o,uw

d
l,u]vlsl

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
outdated CSI noise

+

L

∑
i=1,i≠l

[ρlĝl,uΩH + ρo,uĥ
b
l,u]visi +

L

∑
i=1,i≠l

{ρ̄lw
R
l,uΩH + ρ̄o,uw

d
l,u}visi

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
outdated CSI noise

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
inter−user interference

+nl,

(4)
where ĝl,u = gl,u(t), ĥbl,u = hbu,l(t), wR

l,u = ĝl,u(t + ∆T ),
and wd

l,u = ĥbu,l(t +∆T ). Since, the channels (RIS to lth user
and BS to lth) change independently, the correlation strength
between instantaneous and outdated estimates of the respective
channels behave differently. Therefore, we introduce ρl and
ρo,u as the correlation strength for the channel between RIS
and lth user and BS and lth user, respectively. Moreover,
ρ̄l =

√
1 − ρ2l and ρ̄o,u =

√
1 − ρ2o,u. Similarly, the received

signal at nth potential eavesdropper under the influence of
channel uncertainty model can be calculated using the fol-
lowing expression.

yout
n,e = [ρeĝn,eΩH + ρo,eĥ

b
n,e]∑

l∈L
vlsl

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
expected signal copy at nth eve

+ [ρ̄eŵ
R
n,eΩH + ρ̄o,eŵ

d
n,e]∑

l∈L
vlsl

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
outdated CSI noise at nth eve

+nn,
(5)

where, ρe (ρo,u) is the correlation strength between the out-
dated and instantaneous estimates of the channel between
RIS and nth eavesdropper (BS and nth eavesdropper), and
ρ̄e =

√
1 − ρ2e and ρ̄o,e =

√
1 − ρ2o,e.

Since we know the received signal at lth legitimate user and
nth eavesdropper from (4) and (5), respectively, we now aim
to find the Shannon capacity of the respective channels. Let
Cout
l,u{= log2(1 + Γout

l,u)} and Cout
n,e{= log2(1 + Γout

n,e)} be the
achievable capacity given the outdated channel estimates at lth

user and nth eavesdropper, respectively, and Γout
l,u and Γout

n,e are
the received SINR of the respective channels. The received
SINR given the channel uncertainty model becomes

Γout
l,u =

X(1)
l,uv

2
l

∑
L
i=1,i≠l v2

iX
(1)
l,u +∑

L
i=1 v2

iX
(2)
l,u + σ

2
l

,

Γout
n,e =

X(1)
n,ev

2
l

∑i∈L,i≠l v2
iX

(1)
n,e +∑i∈L v2

iX
(2)
n,e + σ2

n

,

(6)

where X(1)
l,u = ∣ρlĝl,uΩH + ρo,uĥ

b
l,u∣

2
, X(2)

l,u = ∣ρ̄lw
R
l,uΩH +

ρ̄o,uw
d
l,u∣

2
, X(1)

n,e = ∣ρeĝn,eΩH + ρo,eĥ
b
n,e∣

2
, and X(2)

n,e =

∣ρ̄eŵ
R
n,eΩH + ρ̄o,eŵ

d
n,e∣

2
. The variance of complex AWGN

noise of the respective channels are given by σ2
l and σ2

n. Our
goal is to find the optimal secrecy capacity of the proposed
multi-user RIS-assisted mmWave system model with outdated
channel estimates. To this end, the next section first calculates
the secrecy capacity of the legitimate user and then presents
a mechanism to maximize it.



IV. PERFORMANCE ANALYSIS OF SECURE RISE-MM

The secrecy capacity is a key performance metric when
developing a secure communication system. The goal of any
secure communication system is to maximize the secrecy
capacity, which entails maximum data transmission between
legitimate users while preventing potential eavesdroppers from
extracting meaningful information. The secrecy capacity can
be defined as the difference between the Shannon capacity of
the legitimate user and the potential eavesdropper, and for the
given system model is defined in the following

C
out

s,l = [C
out

l,u −C
out

n,e]
+. (7)

Where [C
out

l,u − C
out

n,e]
+ = max{0, [C

out

l,u − C
out

n,e]}. The maxi-
mization of Cs,l is to be achieved through joint optimization of
transmit beamforming vector and phase shift matrix at BS and
RIS, respectively. The optimization problem at hand becomes

(P1) max
vl,Ω

log2 (

1 +
X(1)

l,u
v2
l

∑L
i=1,i≠l v2

i X(1)
l,u

+∑L
i=1 v2

i X(2)
l,u

+σ2
l

1 +
X(1)

n,ev2
l

∑i∈L,i≠l v2
i X(1)

n,e+∑i∈L v2
i X(2)

n,e+σ2
n

)

s.t. (c1) ∣∣vl∣∣
2
≤ PBS

(c2) ∣αre
jθr ∣ = 1,0 < θr < 2π,∀r ∈ NR

(8)
where PBS is the transmit power of the BS. The optimization
problem in (P1) is NP-hard due to the non-concave objective
function with respect to the transmit beamforming vector at
BS (constraint 1) and the reflection coefficient matrix at RIS
(constraint 2). Moreover, the unit modulus constraint imposed
on each reflecting cell at the RIS is non-convex. Furthermore,
we note that constraints (c1) and (c2) are independent of each
other, encompassing variables vl and αre

jθr , respectively.
This unique feature of the problem (P1) motivates us to solve
it through alternating the optimization of these constraints (i.e.,
first optimize beamforming at BS then optimize beamforming
at RIS).

A. Beamforming Optimization at the BS

In this section, we aim to maximize problem given in (P1)
by optimizing the transmit beamforming vector (vl) while
fixing the reflection coefficient of the RIS elements (fixed Ω).
Let σ2

l,u and σ2
n,e is the cumulative noise effect (sum of the

effects of outdated CSI noise and inter-user interference) at lth

legitimate user and nth eavesdropper, respectively. Then, these
can be calculated using: σ2

l,u = ∑
L
i=1,i≠l v

2
iX

(1)
l,u +∑

L
i=1 v2

iX
(2)
l,u

and σ2
n,e = ∑i∈L,i≠l v

2
iX

(1)
n,e +∑i∈L v2

iX
(2)
n,e. Therefore, (P1) in

terms of cumulative noise can be reformulated as follows.

(P1a) max
vl

log2 (
1 + 1/(σ2

l,u + σ
2
l )X

(1)
l,uv

2
l

1 + 1/(σ2
n,e + σ

2
n)X

(1)
n,ev2

l

)

s.t. ∣∣vl∣∣
2
≤ PBS

(9)

We can eliminate log2 from (P1a) due to its strictly mono-
tonically increasing nature, and v2

l = vHl vl where vHl is

the conjugate transpose of vl. Thus, (P1a) can be further
reformulated as

(P1b) max
vl

1 + 1/(σ2
l,u + σ

2
l )v

H
l X

(1)
l,uvl

1 + 1/(σ2
n,e + σ

2
n)v

H
l X

(1)
n,evl

s.t. ∣∣vl∣∣
2
≤ PBS

(10)

In (P1b), we note that the transmit beamforming vector vl at
BS is independent of the variables X

(1)
l,u , X

(1)
n,e, and cumulative

and thermal noise at lth legitimate user and nth eavesdropper;
thus, these become constants with respect to vl. To this end,
the optimal solution to (P1b) comes out to be [18].

vopt
l =

√
PBSλmax{(

X
(1)
n,e

σ2
n,e + σ

2
n

+
INB

PBS

)

−1
(

X
(1)
l,u

σ2
l,u + σ

2
l

+
INB

PBS

)},

(11)
where INB

is an identity matrix of size (NB × NB) and
λmax(M) is the normalized eigenvector corresponding to the
largest eigenvalue of matrix M. It is important to note here
that the optimal transmit beamforming vector in (11) is subject
to the outdated channel estimates. Therefore, it is essential
to determine the impact of outdated channel estimates and
inter-user interference (at both lth legitimate user and nth

eavesdropper) on vopt
l . For this purpose, Lemma 1 produces

the closed-form expression of the cumulative effect of outdated
CSI and inter-user interference at lth legitimate user.

Lemma 1. The cumulative effect of outdated CSI and inter-
user interference on the optimal transmit beamforming vector
(vopt
l ) can be calculated using the following expression.

σ2
l,u =

L

∑
i=1,i≠l

NB

∑
b=1

∣vi,b∣
2[ρ2l (1 − α

(R)2
l,u ) + ρ̄2l (1 − β

(R)2
l,u )vl,b]

+
L

∑
i=1,i≠l

v2
i [ρ

2
o,u(1 − α

(d)2
l,u ) + ρ̄2o,u(1 − β

(d)2
l,u )vl].

(12)

where α
(R)2
l,u and β

(R)2
l,u indicates mean of Rician variable

∣gl,u(t)∣ and ∣ĝl,u(t+∆T )∣, respectively, and α(d)2l,u and β(d)2l,u

indicates mean of Rayleigh variable ∣hbl,u(t)∣ and ∣ĥbl,u(t +
∆T )∣, respectively.

Proof: Given in Appendix A
One can also find the impact of outdated CSI and inter-

ference at nth eavesdropper, for which the detail is similar
to that in Lemma 1 and therefore omitted here due to space
constraints. The solution in (11) incorporates the effects of
noise generated by the fact that the CSI is outdated; thus, it
provides us the optimal transmit beamforming vector given
the channel estimates available at the BS are outdated. Next,
we aim to find the optimal RIS configuration by solving the
optimization problem given in (P1) for the constraint imposed
by the RIS elements (second constraint).

B. Beamforming Optimization at the RIS

Given the optimal transmit beamforming vector, we aim
to find the phase shifts of the RIS reflecting elements which
maximizes the received SINR at lth legitimate user while



(P2a) max
Ω

log2

⎛

⎝

1 + 1/(σ2
l,u + σ

2
l )∣∑

NB

b=1 ∑
NR

r=1 ρlĝr,lαrhb,re
j(θr,l+θr+θb,r)vopt

l,b +∑
NB

b=1 ρo,uĥb,le
jθb,lvopt

l,b ∣

2

1 + 1/(σ2
n,e + σ

2
n)∣∑

NB

b=1 ∑
NR

r=1 ρeĝr,nαrhb,rej(θr,n+θr+θb,r)v
opt
l,b +∑

NB

b=1 ρo,eĥb,ne
jθb,nvopt

l,b ∣

2

⎞

⎠

s.t. ∣αre
jθr ∣ = 1,0 < θr < 2π,∀r ∈ NR

(14)

simultaneously minimizing the received SINR at nth eaves-
dropper. To this end, the problem (P1) becomes

(P2) max
Ω

log2 (
1 + 1/(σ2

l,u + σ
2
l )∣ρlĝl,uΩH + ρo,uĥ

b
l,u∣

2
v
2(opt)
l

1 + 1/(σ2
n,e + σ

2
n)∣ρeĝn,eΩH + ρo,eĥbn,e∣

2
v
2(opt)
l

)

s.t. ∣αre
jθr ∣ = 1,0 < θr < 2π,∀r ∈ NR

(13)
By representing the respective channels in their polar form,
as shown in Fig. 2, and after some simplification steps, (13)
can be reformulated as given in (14), shown at the top of
the page. In (14), ĝr,l (θr,l), αr (θr), hr,l (θb,r), ĥb,l (θb,l),
ĝr,n (θr,n), and ĥb,n (θb,n) are the envelope (phase) of the
respective channels.

The maximization problem in (14) reveals that to maximize
the secrecy capacity, the phase shifts of the RIS reflecting
elements (θr,∀r ∈ NR) should be designed in a way that aligns
the phase of the outdated direct channel between the BS and
the lth legitimate user with the phase of the outdated RIS-
assisted channel between the BS and the lth legitimate user.
Concurrently, the outdated direct channel between the BS and
the nth eavesdropper should be out of phase with the outdated
RIS-assisted channel between the BS and the nth eavesdropper.

It is important to note that only the outdated channel esti-
mates are available at the BS to configure the RIS. Therefore,
the performance of the phase shifts matrix at the RIS critically
depends on the accuracy of the channel estimates. Given the
outdated channel estimates, the phase shift of rth reflecting
element of the RIS that maximizes (minimizes) the received

BS

RIS

Fig. 2. Polar representation of the direct and RIS-assisted legitimate and
wiretap links to lth user and nth eavesdropper, respectively.

SINR at lth legitimate user (nth eavesdropper) can be calculated

θ∗r = arg max
0<θr<2π

γout
l,u

(σ2
l,u + σ

2
l )

= {θb,l − (θr,l + θb,r)}

θ∗r = arg min
0<θr<2π

γout
n,e

(σ2
n,e + σ

2
n)

= {θb,n − (θr,n + θb,r)},

(15)

where γout
l,u = ∣∑

NB

b=1 v
opt
l,b (∑

NR

r=1 ρlĝr,lαrhb,r + ρo,uĥb,l)∣
2

and

γout
n,e = ∣∑

NB

b=1 v
opt
l,b (∑

NR

r=1 ρeĝr,nαrhb,r + ρo,eĥb,n)∣
2
. The phase

shift in (15) maximizes (minimizes) the received SINR at lth

legitimate user (nth eavesdropper) under the influence of the
outdated CSI noise (given in Lemma 1). It reveals the relation
between the phase shift matrix at the RIS and the degree
of correlation between outdated and perfect estimates of the
respective channels. As the degree of correlation increases,
the performance of the phase shift optimization problem in
equation (15) also improves, leading to a higher level of
secrecy capacity 4. However, the correlation strength increases
through more frequent estimation of the respective channels,
which entails high signaling overhead, especially in the case
of RIS-assisted mmWave networks (owing to their extremely
large channel matrices). Therefore, finding the right tradeoff
between the manageable signaling overhead and the secrecy
performance becomes essential in specific system settings.

V. EVALUATION AND DISCUSSION

In this section, we evaluate the analytical findings using
Monte Carlo simulations. In particular, we aim to investigate
the impact of the age of channel information on the secrecy
performance of a RIS-assisted mmWave network and find
a pragmatic tradeoff between RIS configuration frequency
and the secrecy performance of the network. We consider a
uniform linear array at BS with a size of NB = 32 and a
rectangular array at RIS with dimensions NR = 64×64 (unless
otherwise specified). The antenna (reflecting) element spacing
at BS (RIS) is λ/2. All the channels follow Rayleigh fading
(BS → RIS → legitimate user follows Rician fading due to the
presence of a strong LoS component) and are modeled using

4When two arriving signals at lth legitimate user are completely in-phase,
i.e., (θr,l + θr + θb,r) - θb,l = 0, then the optimal phase shift of rth reflecting
element of the RIS is given by: θopt

r = θb,l − (θr,l + θb,r). Similarly, when
two arriving signals at nth eavesdropper are completely out of phase, i.e.,
(θr,n + θr + θb,r) - θb,n = π, they create a null point; consequently, the nth

eavesdropper won’t be able to intercept the message intended for lth legitimate
user. In that case, the optimal phase shift of rth reflecting element of the RIS
is given by: θopt

r = π + θb,n − (θr,n + θb,r).



the IEEE 802.11ay multipath fading channel model, employ-
ing a quasi-deterministic approach. Additionally, our system
employs the IEEE 802.11ay standard and utilizes a codebook
of beam patterns for beam training at the RIS. Furthermore, we
adopt the design approach described in [19] to generate beam
patterns with varying beam widths. Other system parameters
are set as follows: fc = 28GHz, nl = −60dBm.

Fig. 3 investigates the characteristics of a RIS-assisted
mmWave legitimate channel in near-field and far-field sce-
narios, considering different beam patterns at the RIS and
varying user velocities. In Fig. 3(a), it is observed that the
channel ages more rapidly when the user is positioned in the
near-field of the RIS compared to the far-field. It is because,
with a certain user velocity and beamwidth, the probability of
coverage outage is higher in the near field. Moreover, Fig. 3(a)
illustrates that the channel aging process can be decelerated
by utilizing a wider beam pattern at the RIS. However,
this strategy comes at the cost of reduced received signal
strength at the legitimate user. A similar phenomenon is also
observed in Fig. 3(b), where the channel correlation strength
decreases exponentially fast with higher user mobility in the
near-field of the RIS. This investigation provides valuable
insights into how a RIS-assisted mmWave channel ages over
time and underscores the factors that directly influence the
channel aging process. Further, this knowledge is leveraged
for optimizing beamforming at both the BS and the RIS.

Fig. 4 presents an investigation into the impact of the age
of channel information on secrecy capacity. In this context,
Fig. 4(a) shows that a strong correlation between outdated
and instantaneous estimates of the legitimate user’s channel
leads to improved secrecy capacity. It is because the legitimate
user’s channel information is utilized to configure the RIS,
and a higher correlation strength facilitates the attainment of
an optimal RIS configuration, thereby resulting in enhanced
secrecy capacity. It is also important to note that the pro-
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Fig. 3. Age of channel information of a RIS-assisted mmWave link over time
with user mobility in near-field and far-field of the RIS; (a) for different beam
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Fig. 4. Impact of channel correlation strength on secrecy performance; secrecy
capacity vs (a) legitimate channel correlation strength for different RIS size,
(b) transmit power of the BS.

posed beamforming design provides adequate secrecy capacity
even with weak correlation strength (0.4 < ρ < 0.8). This
demonstrates that infrequent RIS configuration, even with
outdated CSI, can still deliver satisfactory system perfor-
mance. This, in turn, reduces the high signaling overhead
and complexity associated with frequent channel estimation
and RIS configuration. Additionally, it demonstrates that the
proposed beamforming design performs better with a larger
RIS, ultimately achieving higher secrecy capacity. Fig. 4 (b)
reveals an increase in secrecy capacity with an increase in
the BS transmit power. However, this growth is bounded
by the age of channel information. This particular insight
holds significant importance for system design since increasing
transmit power may not necessarily yield improved secrecy
capacity when the estimated and actual channel states exhibit
only loose correlations. This is primarily because, with weak
channel correlation strength, the configuration of the RIS
becomes suboptimal. As a result, the reflected beam may point
to an area where the legitimate user is no longer located due to
the user’s mobility. Therefore, in such a scenario, an increase
in BS transmit power does not translate into a corresponding
increase in secrecy capacity.

VI. CONCLUSION

This work has investigated the influence of outdated channel
information on the joint optimization of transmit beamform-
ing and RIS configuration, aiming to enhance the secrecy
performance of a RIS-assisted mmWave network. We have
derived a closed-form expression for the cumulative noise
effect resulting from outdated channel information and inter-
user interference and have examined its impact on the received
SINR at both the legitimate user and potential eavesdropping
locations. Our Monte-Carlo simulations have revealed that
the proposed system can achieve sufficient secrecy capacity



even when outdated channel information is used for RIS
configuration. It has enabled us to tune system parameters that
ensure enhanced secrecy performance while minimizing the
complexity and costs associated with channel estimation and
frequent RIS configuration.
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APPENDIX A
PROOF OF LEMMA 1

The cumulative noise effect at lth legitimate user is

σ2
l,u = E[∑

L
i=1,i≠l v

2
i ∣ρlĝl,uΩH + ρo,uĥ

b
l,u∣

2
] +E[∑

L
i=1 v2

i ∣ρ̄lw
R
l,uΩH + ρ̄o,uw

d
l,u∣

2
].

(16)
By separating the direct and RIS-assisted channels,

σ2
l,u =

L

∑
i=1,i≠l

ρ2lE[∣ĝl,uΩHvi∣
2
] +

L

∑
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2
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(17)

From here, we can see that: E[∣ĥbl,u∣
2] = σ2

ĥb
l,u

= 1 − α
2(d)
l,u

and E[∣ŵb
u,l∣

2] = σ2
ŵb

l,u

= 1 − β
2(d)
l,u . Where α

2(d)
l,u and β

2(d)
l,u

are the average value of channel estimates at time t and
t+∆T , respectively. On the other hand, to find E[∣ĝl,uΩHvi∣

2
]

and E[∣wR
l,uΩHvi∣

2
], we apply standard ensemble average

method for matrices to find the closed-form expression, for
which the detail is similar to that in Lemma 1 of [20]
and therefore omitted here for brevity. After some sim-
plification steps, the final expressions come out to be the
following: E[∣ĝl,uΩHvi∣

2
] = ρ2l (1 − α

2(R)
l,u )∑

NB

b=1 ∣vi,b∣
2 and

E[∣wR
l,uΩHvi∣

2
] = ρ̄2l (1 − β

2(R)
l,u )∑

NB

b=1 ∣vi,b∣
2. Finally, by

substituting these results in (17), and after some simplification
steps, the final expression for cumulative noise effect at lth

legitimate user comes out to be the one given in (12).

REFERENCES

[1] S. W. H. Shah, M. M. U. Rahman, A. N. Mian, O. A. Dobre,
and J. Crowcroft, “Effective capacity analysis of HARQ-enabled D2D
communication in multi-tier cellular networks,” IEEE Transactions on
Vehicular Technology, vol. 70, no. 9, pp. 9144–9159, 2021.

[2] X. Wang, L. Kong, F. Kong, F. Qiu, M. Xia, S. Arnon, and G. Chen,
“Millimeter wave communication: A comprehensive survey,” IEEE
Communications Surveys and Tutorials, vol. 20, no. 3, pp. 1616–1653,
2018.

[3] S. Waqas Haider Shah, A. N. Mian, S. Mumtaz, A. Al-Dulaimi,
I. Chih-Lin, and J. Crowcroft, “Statistical QoS analysis of reconfigurable
intelligent surface-assisted D2D communication,” IEEE Transactions on
Vehicular Technology, vol. 71, no. 7, pp. 7343–7358, 2022.

[4] S. Venkatesh, X. Lu, B. Tang, and K. Sengupta, “Secure space–time-
modulated millimetre-wave wireless links that are resilient to distributed
eavesdropper attacks,” vol. 4, no. 11, pp. 827–836, 2021.

[5] J. Chen, Y.-C. Liang, Y. Pei, and H. Guo, “Intelligent reflecting surface:
A programmable wireless environment for physical layer security,” IEEE
Access, vol. 7, 2019.
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